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REMARKS 

Tlie following remarks are made in response to the Office Action mailed May 7, 
2007. Claims 1-24 were rejected. Claims 1-24 remain pending in the ^plication and are 
presented for reconsideration and allowance. 



Claim Ritiections under 35 U,S,C. S 103 

Tlie Examiner rejected claims 1-24 under 35 U.S.C. § 103(a) as being impatentable 
over the /ij-ora U.S. Patent No. 6,393,556 in view of the Banning et ai, U.S. Patent No. 
6.363,336. 

AjJplicants submit that the Arora Patent and the Banning Patent, either alone, or in 
combination, fail to teach or suggest the invention of independent claims 1,6, 12j 17^ and 23. 

Thie Arora Patent discloses changing a privilege level in a processor configured to 
pipeline instructions. The processor includes a first memory storing an architectural privilege 
level that is set at a first privilege level, a second memory storing a plurality of instructions, 
and a pipeline including a plurality of processing stages. A first instruction is fetched fi-om 
•the memoiiy and a determination is made whether the first instruction requires the first 
privilege level be changed to a second privilege level, and inxesponse thereto, any 
subsequent instructions are flushed from the pipeline before recording the second privilege 
level in the first memory* (Abstract). 

In Tthe Arora Patent, the processor 30 maintains a "current privilege level" (CPL) 38 in 
a memory Storage device. The CPL is maintained in the processor's register set The 
operating system sets the CPL to prevent the user from performing dangerous or insecure 
operations.. If the pipeline 30 is currently processing an application program instruction, a 
prior instruction would have $et the CPL 38 to the proper privilege leveL If an instruction 
requiring a higher privilege level follows the current instruction, an instruction, such as an . 
"enter privilege code" (EPC) instruction, that directs the processor to change the privilege 
level of the CPL must first be processed to increase the privilege level. (Col, 4, lines 13-27). 

In the Arora Patent, after decoding an instruction directing the processor to change the 
CPL 38 from a first to a second privilege level, the processor compares the second privilege 
level to the CPL 38. (Col. 6, lines 27-31 ). The processor will compare the CPL 38 with the 
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privilege level specified in the EPC instruction. If the EPC instruction directs the processor 
to change the CPL 38 to a higher privilege level, the processor flushes any instructions in the 
pipeline subsequent to the EPC instructioa, and continues processing the EPC instruction. 
When the: EPC instruction is retired, the CPL 38 privilege level is increased. If the EPC 
instruction specifies a privilege level lower than or the same as the CPL 38, the processor will 
issue a fault. (Col. 6, lines 46-59), 

Title Banning Patent discloses a method for determining if voites to a memory page 
are directed to target instructions which have been translated to host instructions in a 
computer which translates instructions for a target instruction set to a host instruction set, 
including the steps of detecting a write to a memory page storing target instructions which 
have been translated to host instructions, detecting whether a sub-area of the memory page to 
which the write is addressed stores target instructions which have been translated, and 
invalidating host instructions translated from addressed target instructions. (Abstract). 

Tlie Axora Patent and the Barming Patent, either alone, or in combination, fail to teach 
or suggesrt.performinga privilege promotion imtnuction by the operating system, the 
privilege promotion instruction being stored in 3 first page of memory not writeable by 
application instructions at .a first privUege level, the privilege promotion instruction 
including: readings stored previous privilege level state; comparing the read previous 
privilege level state to the current privUege level; and If the previous privilege level state 
is equal to or less privileged than the current privilege level, promoting the current 
privilege level to a second privilege level which is higher than the first privilege level as 
recited in independent method claim 1 . 

The Examiner submits that the Arora Patent discloses 'the privilege promotion 
instruction being stored in a first page of memory (instruction memory 36 storing a plurality 
of instructions. . . see Figure 2). (Office Action, page 5), The Examiner admits that the Arora 
Patent doess not teach the instruction memory 36 including a page of memory not writeable by 
applicatioi:! instructions at a first privilege level. The Examiner submits that the Banning 
Patent dis<5loses an instruction memory where memory pages marked with a T bit are 
protected imd if a write is attempted, an exception is generated. The Examiner fttrther 
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submits that in this system, the T bit provides the protection so that the memory page is not 
writeable at the first privilege level. (Office Action, page 6). 

lELStructJon memory 36 of Figure 2 of the Arora Patent is a cache memory for storing 
instructions that are processed in the pipeline 32. A cache memory is a portion of memory 
that operates faster than main memory. The first time an instruction is executed, it must be 
loaded from the relatively slow main memory. Recently-accessed memory locations are 
saved in 1lie cache in case they are needed again, so each instruction will be saved in the 
cache afb^r being loaded from the memory the first time. (Col. 3, lines 24-35).. Instruction 
memory 36 does not include a first page of memory not writeable by application instructions 
at a first privilege leve]. Instruction memory 36 is a cache memory where all instructions are 
stored for execution. The Arora Patent discloses that a typical pipeline 32 includes a stage 
during wliich instructions are fetched from the memory 36. (Col. 3, lines 44-46). The EPC 
instruction 1 1 1 is fetched from the instruction memory 36. (Col. 4, lines 50-51). 

Tlie Banning Patent also fails to teach or suggest a privilege promotion instruction 
being stored in a first page of memory not writeable by application instructions at a first 
privilege level. In addition, there is no teaching or suggestion for one skilled in the ait to 
combine ilie cache memory of the Arora Patent with the T bit system of the Banning Patent. 
Cache memories store data temporarily, therefore one skilled in the art would not implement 
the T bit system of the Banning Patent lo protect instructions temporarily stored in the cache 
memory of the Arora Patent from being overwritten. Therefore, the Arora Patent and the 
Banning Patent fail to teach or suggest the privilege promotiorr instruction being stored in a 
first page of memory not writeable by application instructions at a first privilege level, 

Tlrie Examiner states that ttie claim 1 limitation of reading a stored previous privilege 
level state is disclosed by the Arora Patent at column 4, lines 19-22 by register CPL 38, 
which stores the privilege level set. by a previous instruction. (Office Action, page 5). The 
Examiner also statess that comparing the read previous privilege level state to the current 
privilege level is disclosed in column 6, lines 46-49 of the Arora Patent. (Office Action, 
pages 5-6). Further, the Examiner also states that the privilege level stored in CPL 38 is the 
previous privilege level since it represents a previous instruction, while the privilege level 
related to the EPC is the current privilege level since it represents the current instruction. 
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(Office Action, page 6). In addition, the Examiner states that "at the moment of ooraparison, 
the privilege level of EPC is the privilege level necessary for the instruction that is currently 
being prepared for execution in the system (instruction requiring a higher priority level 
follows in the pipeline), thtis it is a current privilege level. Also, at the moment of 
comparison, the CPL is the previous privilege level because it was the privilege level set by a 
prior instruction (Col. 4. lines 1 9-28), and it is the privilege level that was necessary for the 
executioBi of an instruction that was executed previous to the instruction corresponding to the 
EPC." (OfiBce Action, page 3). 

T\ye ATora Patent states, however, that "[i]f an instruction requiring a higher privilege 
level follows the current instruction, an instruction, such as an * enter privilege code' ('EPC') 
instruction, that directs the processor to change the privilege level of the architectural CPL 
must first be processed to increase the privilege level." (Col. 4, lines 22-27). The privilege 
level stonsd in CPL 38 is not updated until after the EPC instruction is executed. The 
privilege level stored in CPL 38 remains the current privilege level during the execution of 
the EPC instruction. 

Tlie cited text of the Arora Patent discloses comparing the architectural CPL with the 
privilege level specified in the EPC instruction. (Col. 6, lines 46-49). The Arora Patent fails 
to disclose the claim 1 limitations of reading a stored previous privilege level state and 
comparing the read previous privilege level state to the current privilege leveL In the Arora 
Patent, a previous privilege level state is not stored and therefore caimot be read. The 
privilege level stored in CPL 38 is never the previous privilege level as submitted by the 
Examinei. CPL 38 remains the current privilege level until an EPC instruction is retired. 

Tlie Arora Patent also discloses that the CPL is compared to the privilege level 
specified in the EPC instruction. In contrast, claim 1 requires comparing the read previous 
privilege level state to the current privilege level. The privilege level of the EPC. instruction 
does not teach or suggest the current privilege level. Rather, the EPC instruction directs the 
processor to change the privilege level of the CPL. (Col. 4, Imes 24-26). The EPC 
instruction provides a potential future privilege level, not the cunrent privilege level. The 
Arora Patent discloses that an EPC instruction eventually may cause the processor 30 to 
change the architectural CPL 38 to a second privilege level. (Col. 4, lines 56-58). 
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The Examiner states that the claim 1 limitations of "if a previous privilege level state 
is equal tt? or less privileged than the current privilege level, promoting the current privilege 
level to a second privilege level which is higher than the first privilege level" are disclosed by 
the Aroni Patent "since the EPC instruction directs the processor to change the architectural 
privilege level to a higher privilege level . , C'. . . increase the architectural privilege level 
from pri^^iiege level 3 to privilege level 0"). (Office Action, page 6), The Ejcaminer further 
states that in comparing privilege levels, the stored privilege level (stored in CPL 38) must be 
read in tVie comparison process. (Office Action, page 6), 

The Arora Patent discloses raising the current architectural CPL to the privilege level 
specified in the EPC instruction. (Col. 6, lines 46-^^9). The Arora Patent, however, does not 
disclose the claim 1 limitation of promoting the curreni privilege level to a second privilege 
level whiich is higher than the first privilege level ilUhe previous privilege level state is equal 
to or less privileged than the current privilege leveL 

ClaiiD ] recites if the previous privilege level state is egml to or less privileged than 
the current privilege levels promoting the current privilege level. In contrast, the Examiner 
states that the Arora Patent discloses increasing the curreni privilege level if the privilege 
level of the CPL is lower than the privilege level of the EPC^ The Arora Patent discloses if 
the EPC instruction specifies a privilege level lower than, or the same as, the architectural 
CPL, the: processor will issue a fault rather than promote the CPL. (Col. 6, lines 56-59). In 
addition, the Examiner states that the privilege level of the EPC instruction discloses the 
current prrivilege level state and the CPL discloses the stored previous privilege level state. 
(OflTice yVctioa, page 3). Further, the Examiner states that the privilege level of the EPC 
instruction is the privilege level necessary for the instruction that is currently being prepared 
for execution in the system, thus it is a current privilege level; and that the GPL is the 
previous privilege level because it was the privilege level necessary for the execution of a 
previous instruction. (Office Action, page 3). Therefore, based on the Examiner's 
interpretation, claim 1 would recite if the CPL is equal to or less privileged than the privilege 
level of the EPC instruction, promoting the current privilege level. The CPL, however, is the 
current f>rivilege level, not the previous privilege level state, and the privilege level of the 
EPC ins truction is a fiiture privilege level, not the current privilege level as submitted by the 
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Exammer. Tlie CPL in the Arora Patent is not increased to the privilege level of the EPC 
instruction until the EPC instruction is retired. (CoL 6, lines 54-56). 

li). view of the above, Applicanxs believe independent claim 1 to be allowable over the 
Arora Patent and the Banning Patent. Dependent claims 2-5 further define patentably distinct 
independent claim 1 . Accordingly, dependent claims 2-5 are also beheved to be allowable 
over the ^^ora Patent and the Banning Patent. 

Title Arora Patent also fails to teach or suggest performing a call instruction to a 
second page of meniory not writeable by the application instructions at the^urst 
privilege level, the call instruction including: storing a return address to the~fir;»t page of 
memory; and storing the -first privilege level in a previous privilege level state; and 
performing a privilege promotion instruction by the operating system, the privilege 
promotion instruction being stored in the second page of memory, the privilege 
prOmotic»n instruction including: reading the stored previous privilege level state; 
comparing the read previous privilege level state to the curreirt privilege level; and if 
the previous privilege level state is equal to or Jess privileged than the current privilege 
level, prcmoting the current privilege level to 3 second privilege level which is higher 
than the first privilege level as recited in independent method claim 6. 

For similar reasons as discussed above with reference to independent claim 1, the 
Arora Patent and the Banning Patent, either alone, or in combination, fail to teach or suggest 
the above limitations of claim 6, which are similar to the above limitations of claim 1. 

In addition, the Arora Patent and the Banning Patent, cither alone, or in combination, 
fail to teach or suggest a call instruction including storing a return address to the first page 
of memory. It appears that the Examiner has failed to directly address this claim limitation. 

In addition^ the Arora Patent and the Baiming Patent, either alone, or in combination, 
fail to teach or suggest a call instruction including storing the first privilege level in a 
previous privilege level state. The Examiner submits that the CPL 38 is the previous 
privilege level state and the privilege level of the EPC instruction is the cinrent privilege 
level. (Office Action, page 3). The Examiner also submits thai the privilege level of the EPC 
instruction is the privilege level necessary for the instruction that is currently being prepared 
for execui:jon in the system, thus it is a current privilege level; and that the CPL is the 



13 

PAGE 15119 * RCVD AT 8f//2007 3:33:36 PM [Eastern Daylight Time]' SVR:USPTO-EFXRF'2/3 ' DNIS:2738300 ' CSID:612 573 2005 ' DURATION (min-ss):05^0 



08/07/2007 14:40 FAX 612 573 2005 



DICKE.BILLIGSCZAJA P. A 



©0 



Response 

Applican;: Dale C. Morris, et aJ. 
Serial No.: 09/499,720 
Filed: Febinary 8, 2000 
DockeiNo.; 109919]5^I 

Title: PRIVILEGE PROMOTION BASED ON CHECK OF PREVIOUS PRIVILEGE LEVEL 

previous privilege level because it was the privilege level necessary for the execution of a 
previous instruclion. (Office Action, page 3). 

Die Arora Patent does not disclose a call instruction that stores the first privilege level 
in a prev] Otis privilege level state. Even if CPL 38 stores the previous privilege level as 
suggested by the Examiner, there is no call instruction that stores the privilege level in CPL 
38. Based on the Examiner's interpretation, CPL 38 merely becomes the stored previous 
privilege level state when the EPC instruction is executed. In additioinu. claim 6^ recites 
executing application instructions in a processor of the computer system at a current 
privilege level of the processor equal to a first privilege level and wherein the current 
privilege level controls application instruction execution in the computer system by 
controlling accessibility to system resources. The current privilege level as recited in claim 6 
is not the privilege level of previous instructions but rather the privilege level for currently 
executing instructions. Further, in the Arora Patent the CPL is never stored in a previous 
privilege level state. The CPL is increased when an EPC instruction is retired. (Col. 6, lines 
54-56). The Arora Patent discloses a current privilege level and a privilege level of an EPC 
instruction (which is ^ future privilege level) as opposed to the current privilege level and the 
stored previous privilege level state as recited by claim 6. 

In view of the above^ Applicants believe independent claim 6 to be allowable over the 
Arora Patent and the Banning Patent. Dependent claims 7-1 1 further define patentably 
distinct independent claim 6, Accordingly, dependent claims 7-1 1 are also believed to be 
allowable over the Arora Patent and the Banning Patent. 

Tire Atora Patent and the Banning Patent, either alone, or in combination, also feil lo 
teach or suggest the computer system of independent claim 12 including a memory having a 
plurality of memory pages including a first memory page storing a privilege promotion 
iustructic^n, wherein the first memory page is not writeable by application instructions 
at a first privilege level; and performing the privilege promotion instruction as follows: 
read$ the previous privilege level state; compares the read previous privilege level $tate 
to the euirent privilege level; and if the previous privilege level state is equal to or less 
privileged than the current privilege level, promotes the current privilege level to a 
second privilege level which is higher than the first privilege level. 
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For similar reasons as discussed above with reference to independent claims 1 and 6, 
the Arorai Patent and the Banning Patent, either alone, or in combination, Ml to teach or 
suggest tlie above limitations of independent claim 12, which are similar to the above 
limitations of independent claims 1 and 6. 

In view of the above. Applicants believe independent claim 12 to be allowable over 
the Arorai Patent and the Banning Patent. Dependent claims 13-16 further define patentably 
distinct independent claim 12. Accordingly » dependent claims 13-16 are also believed to be 
allowable over the Arora Patent and the Banning Patent. 

The Arora Patent and the Banning Patent, either alone, or in combination, also fail to 
teach or suggest the computer system of independent claim 17 including a memory having a 
plurality of memory pages including a first memory page storing application 
instructions And a second memory page storing .a higher privileged routine and a 
privilege promotioD instruction, wherein the second memory page is not writeable by 
the appli cation instructions at a first privilege level; wherein the processor executes the 
application instructions with the current privilege level equal to the first privilege level 
and the application instructions perform n call instruction to the second memory page 
as follows: stores a return address to the first memory page; and stores the fir$t 
privilege level in a previous privilege level state; and wherein the operating system 
performs the privilege promotion instruction as follows: reads the stored previous 
privilege level state; comparer the read previous privilege level state to the current 
privilege level; and if the previous privilege level state is equal to or less privileged than 
the curnrnt privilege level, promotes the current privilege level to a second privilege 
level which is higher than the first privilege leveL 

For similar reasons as discussed above with reference to independent claims 1 and 6, 
the Arora Patent and the Banning Patent, either alone, or in combination, fail to teach or 
suggest t}ie above limitations of independent claim 17, which are similar to the above 
limitations of independent claims 1 and 6. 

In. view of the above. Applicants believe independent claim 17 to be allowable over 
the Arora Patent and the Banning Patent. Dependent claims 1 8-22 further define patentably 
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distinct independent claim 17. Accordingly, dependent claims 18-22 are also believed to be 
allowable over the Aroia Patent and the Banning Patent. 

Tlie Arora Patent and the Banning Patent, either alone, or in combination, also fail to 
teach or suggest the ooiDputer readable medixun of independent claim 23 containing a 
privilege promotion instruction for controlling a computer system to perform a method 
including reading ^ stored previous privilege level state; comparing the read previous 
privilege level state to the current privilege level; and if the previous privilege level state 
is equal to or less privileged than the current privilege level, promoting the current 
privilege level to a privUege level which is higher than the current privilege level. 

For similar reasons as discussed above with reference to independent claims 1 and 6, 
the Arora Patent and the Banning Patent, either alone, or in combination, fail to teach or 
suggest the above limitations of independent claim 23, which are similar to the above 
limitations of independent claims 1 and 6, 

In view of the above. Applicants believe independent claim 23 to be allowable over 
the Arora Patent and the Banning Patent. Dependent claim 24 further defines patentably 
distinct independent claim 23, Accordingly, dependent claim 24 is also believed to be 
allowable over the Arora Patent and the Banning Patent. 

Thisrefore, Applicants respectfully request reconsideration and withdrawal of the 35 
U^S-C. § 1 03(a) rejection to claims 1-24, and request allowance of these claims. 
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CONCLUSION 

In view of the above, Applicants respectfully submit thai pending claims 1-24 are in 
form for £illowance and are not taught or suggested by the cited references. Therefore, 
reconsideration and withdrawal of the rejections and allowance of claims 1-24 is respectfully 
requested. 

No fees are required under 37 C-F.R. 1 . 1 6(h)(i). However, if such fees axe required, 
the Patent Office is hereby authorized to charge Deposit Account No, 08-2025. 

Tfcie Examiner is invited lo contact the Applicants' representative at the below-listed 
telephone numbers to facilitate prosecution of this application. 

Any inquiry regarding this Response should be directed to either Patrick G- Billig at 

Telephone No. (612) 573-2003, Facsimile No. (612) 573-2005 or David A. Plettner at 

Telephone No. (408) 447-3013, Facsimile No. (408) 447-0854. hi addition, all 

correspondence should continue to be directed to the following address: 

TP Administration 
Legal Department, M/S 35 
HEWLETT-PACKARD COMPANY 
P.O. Box 272400 

Fort CoUms, Colorado. 80527-2400 

Respectfully submitted. 
Dale C. Morris, et al., 
By their attorneys, 
DICKE, BILLIG & CZAJA, PLLC 
Fifth Street Towers, Suite 2250 
100 South Fifth Street 
Minneapolis, MN 55402 
Telephone; (612) 573-2003 
Facsfafii^: (612) 573-2005 



Date: 8-7-0^ 

POBikmh PW6k Q. Billig' 
Reg, No. 38>Q8p_ 




CERTIFICATE UNDEBL37 C.F.R. 1.8 : 
The undcrsiijned hereby certifies that this paper or papers, as describe d^ here in, are being transmitted via facsimile to 
Facsimile No. (571 ) 273-8300 on this HHday of MSS^ 2007. 




Patrick G, Biiiig 
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